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Malaysia government considers cyber security as one of the national
security priority. Cyber crime must be addressed through adherence
to the basic security policies that already exist in all organisations. In
order for these policies to be effective, employees must understand
their value and demonstrate their commitment to improved security
by consistently applying them in the way they think and behave.

HUMAN RESOURCES MANAGERS AND DIRECTORS
PLAYS A KEY ROLE IN KEEPING ORGANIZATIONS
CYBER SAFE.
Cyber security is not a technical issue and employee must take
personal responsibility for cyber attack which happens due to their
weaknesses. Human is the weakest link in cyber chain and attitudes
of the employee makes an organization more vulnerable. To improve
their chances of success, hackers are now searching out the
organisations that are likely to be less aware of the cyber threat:
those that have not been attacked yet, such as smaller companies or
those with a lower public profile. HR has a vital role to play in
educating employees about the impact their attitudes and behaviour
have on the organisation's security.
This includes HR team a chance to intervene, including taking steps
to increase monitoring and deter them. Managing an employee's exit
with a view to security is also one of the most critical of all the
contributions the HR team can make.
EC-COUNCIL Centre of Excellence work closely with HR to help
define, develop and deliver new cyber security guidance on
managing people, physical and cyber risk. The guidance will ensure
organization to be at the forefront of enabling organisations across
its national infrastructure to reduce counterproductive behaviour.
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